Tor e navigazione anonima



CHI PUO SEGUIRCI
MENTRE NAVIGHIAMO?

- | Provider Internet (ISP)

LN WillF/ ana é" N B \Y; —_—
AN W 177 7/— = =
v\n\\: b i ‘;// K s "‘-"i"‘ 7
HIRIVETE A “}r /,/‘/ ///f,/f?:' e Z
‘ -~ o~ " -

.';;-|,/ ‘SEFFFr
7Y
s
4

oY

Y.
+

=
A A
. | B



| PROVIDER INTERNET
(ISP)

i MIGEER SUBSCRIBE

RYAN SINGEL SECURITY 0D3.16.07 4:26 PM

ISPS SELLING CLICRSTREAM DATA, WEB
ANALYST SAYS

ISPs are selling data history of their users,
according to co-founder of web analytics
firm, Compete, David Cancel, who told a
panel of conference attendees on Tuesday
that his company buys such data. Cancel
says the data does not include IP
addresses, but that’s not enough to trulyanonymize it, as
clickstream data can include searches thatidentify a user.

Henry Blodgett’s account of the presentation is here.
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“You know the way that advertising turned out to be the
native business model for the internet? | think that insurance
is going to be the native business model for the Internet of

Things.”
Tim O'Reilly
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CHI PUO SEGUIRCI
MENTRE NAVIGHIAMO?

e | Provider Internet (ISP)
e Gli hacker




GLI HACKER

LA STAMPA T1.CNOLOGIA secuiaso 0 6 ] Aceor &
0 @SEZIONI Cerca... @
>

Amazon lancia il servizio di Da Milano a Cagliari, Apple: Tim Cook in Cina Amazon aprira dei Apple VS Samsung: la
streaming musicale per Coogle in tour per lancia il secondo centro minimarket in Usa Corte Suprema ¢ la
sfidare Spotify e Apple, raccontare la sicurezza ... ricerca e s o difficolta di deliberare ...

Arriva dall'ltalia I'ultimo spyware di Hacking
Team individuato online

Dei ricercatori hanno trovato un nuovo campione del software Rcs, in passato utilizzato in

molti Stati. Ed arriva proprio dal nostro Paese. Ecco cosa sappiamo e le domande che
restano
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e Gli hacker
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SPESSO E MEGLIO
MANTENERE
L'ANONIMATO



NAVIGAZIONE ONLINE

Cosa scriviamo

W,



NAVIGAZIONE ONLINE

Cosa scriviamo

Username

Password

Indirizzo di destinazione (es. www.mysite.com)
IP di provenienza
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NELLA REALTA




HTTPS

h tt p S ://WNw.formsite.com/yourform/



HTTPS

COSA NASCONDE?

e i dati contenuti nel messaggio



HTTPS

CHI LI PUO VEDERE?

e NOI
e |l sito che visitiamo
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COME PROTEGGERCI




Tor is free software for enabling anonymous
communication. (...) Tor directs Internet traffic through a
free, worldwide, volunteer network consisting of more than
seven thousand relays to conceal a user's location and
usage from anyone conducting network surveillance or
traffic analysis.



COME FUNZIONA?

Tor funziona con un sistema di crittografia detto
"crittografia a cipolla"

Ma cosa vuol dire?



CRITTOGRAFIA A STRATI

Il fFunzionamento della rete Tor e concettualmente
semplice: i dati che appartengono ad una qualsiasi
comunicazione non transitano direttamente dal client al
server, ma passano attraverso i server Tor che agiscono da
router costruendo un circuito virtuale crittografato a strati
(per analogia con onion, che in inglese significa cipolla).



COSA SUCCEDE

MESSAGQ'O |Icc§£s? Ina ano ImsfP :

MESSAGGIO

SOl
il desﬁbnatano ||nstr%(?erl<t;ore #1 l’mstra:(%rlgore #9



Source

COSA SUCCEDE

Router A Key

Router A
Router B
Router C
Destination

Router B Key
Router C Key

Message
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RETE TOR

Un messaggio sulla rete tor puod

e uscire dalla rete andando per esempio su Gmail
e rimanere sulla rete tor



RETE TOR

Il cosidetto Deep Web

e indirizzi .onion
e non indicizzati dai motori di ricerca
e garantiscono l'anonimato anche del server



ACCEDERE ATOR

Per accedere a TOR bisogna scricare "Tor browser"

e ¢ una particolare versione di Firefox

@& Download Tor &

(- @ https://www.torproject.org/download/download-easy.htm C [3~ G e 2 ) n' Feedback ¥ @ v
Home About Tor Documentation Press Blog Store Contact

I / ' Download! | Volunteer. Donate

HOME » DOWNLOAD

2

1

Want Tor to really work?

A, You need to change some of your habits, as some things won't work exactly as you are used to. Please read the full list of Donate tO TOI'
warnings for details.
s[>l (5

Tor Browser Bundle for Windows One-time Donation [~/
Version 2.3.25-10 - Windows 8, 7, Vista, and XP
Donate
BROWSER Other donation options...
. . BUNDLE
Everything you need to safely browse the Internet. This
package requires no installation. Just extract it and run. Learn
more » Do)glleziel
JorBrowserBundle)

P Microsoft Windows

Not Using Windows? Download for Mac or GNU/Linux (siq) What's This? | English |
P Apple OS X
P Linux/Unix
Looking For Something Else? View All Downloads
» All Downloads s
< 1 »




ACCEDERE ATOR

Per accedere a un sito

e dobbiamo conoscerne l'indirizzo .onion
e un comune punt d'accesso ¢ la hidden wiki, una raccolta
di link a servizi su tor

| & Hidden Wiki- TorWiki-D... x | + C=Tal "]

St @~ € @ wikitjertatqgat.onion =
m\w,wm The Hidden Wiki
Hidden Wiki - Tor Wiki - Onion Links Directory [edit]

Welcome to the new Hidden Wiki, your Deep Web url list. Partly moderated and without spam links, now located at easy to remember url: wil

Editor's picks [edit] Contents [nide]
1 Policy Announcement
Bored? Pick a random page from the article index and replace one of the five slots with it 2 Editors picks
1. TORLINKS & Directory for _onion sites, moderated 3 Volunteer TODO
2. OnionWallet &2 - Anonymous Bitcoin Wallet and Bitcoin Laundry. 4lntroduction Points
3. EasyCoin @ - Bitcoin Wallet vith free Bitcoin Mixer 5 Marketplace
4. Bitcoin mixing guide - Mixing/Cleaning bitcoins before using them on Silkroad. 5.1 Financial Senices
5.2 Commercial Senvices
Volunteer TODO ledit] | 6 Hosting/ Web /File /Image
7 Blogs / Essays
Bored? Here are five random things to help out with e e O
1. Plunder other hidden senvice lsts for inks and place them here 9 Email/ Messaging
2. File the SnapBBSindex links wherever they go 10 Political Advocacy
3. Set extemal links to HTTPS where available, good certiicate, and same content 1 Whistleblowing
4. Care to start recording onionland's history? Check out Onionland's Museum. 1.1 WikiLeaks
5. Perform Dead Senices Duties 1.2 Operation AntiSec
i . 113 Other
Introduction Points fedt] | 12 ppimwvic
OnionLand link indexes and search engines ﬁ:‘“:e': :A‘:jl‘:s’,s:fms
= Ahmia id - Cleamet search engine for Tor Hidden Seniices (allows you to add new sites to its database) 15 Books
= Core onion & - Simple onion bootstrapping 16 Drugs.
= Deepsearchd - Another search engine 16.1 Noncommercial (D)
= DuckDuckGo - A Hidden Senice that searches the cleamet 16.2 Commercial (D)
= Gateway & - Tor / 12p web proxy. 17 Erotica
= TORLINKS & Directory for _onion sites, moderated. 17.1 Adult
= OnionList& Onion Link List and Vendor Reviews LT Noncopmpras (B
= TORCH - Tor Search Engine. Claims to index around 1.1 Million pages. el E)
17.2 Under Age
Marketplace [edit] 17.3 Animal Related
17.4 Other
18 Uncategorized
See also: The separate Drugs and Erotica sections for those specific senices 19 NonEnglish
Financial Services [edit] 191 Caach Cstna

Currencies, banks, money markets, clearing houses, exchangers

= EasyCoin - Bitcoin Wallet with free Bitcoin Mixer
= WeBuyBitcoins & - Sell your Bitcoins for Cash (USD), ACH, WU/MG, LR, PayPal and more.
= OnionWallet @ - Anonymous Bitcoin Wallet and Bitcoin Laundry.
= ccPal @ - CCs, CVV2s, Ebay, Paypals and more.

s erfeits & - High quality USD counterfeits

19.2 Danish / Dansk
19.3 Dutch / Nederlands
19.4 Estonian / Eesti
195 Finnish / Suomi
19.6 French / Fran ais
19.7 German / Deutsch
19.8 Hebrew / 22272




SI MA CHISSA COSA C'E
DIETRO....

“The design of the Tor system is structured in such a way
that even if the US Government wanted to subvert it, it
couldn't because it's a decentralized authority. It's a
volunteer based network. Nobody's getting paid to run Tor
relays — they're volunteers worldwide. And because of this,
it provides a built-in structural defense against abuses and
most types of adversaries.”

Edward Snowden FB/ most wanted
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a  signin ‘9 become a supporter subscribe O, | search

A UK world sport football opimion culture business lifestyle fashion environment tech travel

home > world ) US americas asia australia africa middleeast cities development europe

e e NSA and GCHQ target Tor network that

Glenn Greenwald on

security and liberty protects anonymity of web users

Top-secret documents detail repeated efforts to crack Tor
T1S_fimnded tnal relied 11man hy diecidente and activiete

jobs dating more~ International v

theguardian

= browse all sections




SI MA CHISSA COSA C'E
DIETRO....

e || fFatto che ['NSA ci stia provando vuol dire che non e
Facile

e “They went for a browser exploit, meaning they can not
break the Tor protocol.”



QUINDI SIAMO AL SICURO
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GLI STRUMENTI SONO
UTILI QUANDO SI USANO
BENE!
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ATTENZIONE

e il sito che visitiamo legge il contenuto del messaggio!
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ATTENZIONE

e Se ci autentichiamo su un sito, ci rendiamo riconoscibili,
rendendo quindi inutile il lavoro di TOR.




ATTENZIONE

e Alcuni programmi contengono vulnerabilita tali da
invalidare la protezione

S =

e Una password debole e debole ovunque!




THE END!

Link utili
e //torproject
e http://lab61.info


http://lab61.info/
http://lab61.info/

